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TECHNICAL FIELD 

The described technology relates generally to the distribution of content and 
particularly to the distribution of images to client systems. 

BACKGROUND 

The displaying of paintings, sketches, photograph, and other images is very 
popular in business and personal settings. For example, most homes and offices 
have paintings or photographs on their walls. It can be very expensive, however, 
to purchase, maintain, and display high-quality paintings-so much so that most 
businesses and families cannot afford to do so. As a result, most images that are 
displayed are low-cost reproductions of high-quality images or originals of low- 
quality paintings. Because viewers can tire of seeing the same painting on a daily 
basis, some businesses change the location of the paintings that they display to 
provide more variety to their customers and employees. 

Various electronic means have been used to display image to help reduce 
the cost of displaying images and increase the variety of images that are 
displayed. For example, slide programs for general-purpose computers have 
been developed to display images (e.g., stored in JPEG format) on display device 
such as a computer monitor. These slide shows typically cycle through displaying 
a set of images (e.g., defined by a display list) at a fixed rate. Some electronic 
frames have been developed that allow a user to upload their own photographs for 
display on a screen within the frame. These electronic frames can, much like a 
slide show program, cycle through displaying a set of photographs. It can be a 
time-consuming process, however, to change the set of images that are displayed 
either by a slide show program or an electronic picture frame. To change a set of 
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images, a person may to search for, pay for, and download an electronic version 
of an image and create a display list that includes that image. 

These current means for displaying images have disadvantages that relate 
primarily to variety and quality of the images that can be displayed in a cost- 
effective manner. It would be desirable to have a system that would allow for the 
electronic display of a wide variety of high-quality images in way that requires very 
little user interaction and is cost effective. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Figure 1 is a block diagram illustrating components of the distribution 

system in one embodiment. 

Figure 2 is a block diagram illustrating components of the server system in 

one embodiment. 

Figure 3 is a flow diagram of an example heartbeat loop component of a 
client system in one embodiment. 

Figure 4 is a flow diagram illustrating the processing of the discover 
component of a client system in one embodiment. 

Figure 5 is a flow diagram illustrating processing by a client system of a 

response in one embodiment. 

Figure 6 is a flow diagram illustrating example processing of a server 
system when it receives a heartbeat communications from a client system. 

DETAILED DESCRIPTION 

A method and system for distributing images for display by client systems is 
provided. In one embodiment, a distribution system includes an image server 
system that is connected to image client systems via a communications link, such 
as the Internet. Each image client system is connected to a display device (e.g., 
high-resolution, flat-panel monitor) and includes an image store and a display 
component. The display component periodically retrieves images from the image 
store and displays those images on the display device. The image server system 
is responsible for providing image packages to the image client systems and for 
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collecting information (e.g., usage data) from the image client systems. Each 
image client system periodically sends a heartbeat communication to the image 
server system. Upon receiving a heartbeat communication, the image server 
system determines the state of the image client system that sent the heartbeat 
communication and responds appropriately. The response may include 
instructions for the image client system to retrieve new images, to retrieve 
software updates, to send usage data, and so on. If the response includes 
instructions to retrieve images, then the image client system sends a heartbeat 
communication to the image server system requesting the retrieval of images. If 
the response includes instructions to send usage information, then the image 
client system collects the information and sends it to the image server system via 
a heartbeat communication. If the response includes instructions to retrieve 
software updates, then the image client system sends a heartbeat communication 
to the image server system requesting the software updates. The image server 
system and each image client system communicate via sessions that includes 
multiple heartbeat communications sent by the client system and responses sent 
by the server system. In a response to a heartbeat communication, the image 
server system may direct an image client system to communicate with another 
server at a designated address to, for example, send usage data for storage by 
the server. The image client systems may periodically send heartbeat 
communications so that the image server system can provide instructions to the 
image client systems. In this way, the image server system can provide updated 
image information to the image client systems via the Internet and in real time. 

In one embodiment, the distribution system distributes image packages via 
either an electronic means (e.g., via the Internet) or a physical means (e.g., via a 
CD-ROM) depending on whether a client system has recently communicated 
electronically with the server system. The server system tracks the heartbeat 
communications received from each client system. When the server system is a 
ready to distribute image packages (or software updates) to a client system, the 
server system determines whether the client system has recently communicated 
electronically with the server system via a communications link. If so, the server 
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system attempts to send the image package to the client system via the 
communications link, for example, when the next heartbeat communication is 
received from the client system. Upon receiving the image package, the client 
system can update its image store so that it can start displaying the images 
included in the package. If the client system has not recently communicated 
electronically with the server system, then the server system stores the image 
package on a physical computer-readable medium, such as a DVD or CD-ROM. 
The server system then directs the delivery of the computer-readable medium via 
conventional means, such as the Postal Service, to the customer who controls the 
client system. The customer, upon receiving the computer-readable media, can 
then install the image package on the client system. In this way, the distribution 
system can automatically determine whether image packages or other packages 
are to be delivered via a communications link or via a physical medium. 

In one embodiment, the distribution system employs various techniques to 
ensure the security and integrity of the distribution of the images. The distribution 
system may encrypt each image package before it is distributed to a client system. 
The distribution may assign a public and private key pair to each client system and 
encrypt the image packages using the public key for a client system. The 
distribution system may also digitally sign the image packages using a private key 
of the distribution system. When a client system receives an image package sent 
electronically or via a physical medium, the client system can decrypt the image 
package using its private key and check the digital signature using the public key 
of the distribution server. Thus, encryption and signing of the image packages can 
help ensure that the images even if intercepted cannot be used in an unauthorized 
manner and that an unauthorized server cannot impersonate the distribution 
system. The distribution system can use various recovery techniques to ensure 
the proper and timely transmission of data between the server system and the 
client system. For example, the server system can send an image package to a 
client system via a session comprising a series of responses to heartbeat 
communications. If the session is interrupted (e.g., because the client system 
went offline), then the transmission of the image package can be resumed when 
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the client system comes online. The server system can also control the rate at 
which the client systems communicate with the server system. For example, the 
server system may spread out the informing of client systems that image 
packages are ready to be retrieved so that the server system is not inundated with 
request to retrieve at the same time. Also, the server system may notify the client 
system to change their heartbeat delay for the next heartbeat communications or 
for all future heartbeat communications. Thus, the server system may use various 
throttling techniques to control communications with the client systems. 

Figure 1 is a block diagram illustrating components of the distribution 
system in one embodiment. The distribution system includes a server system 101 
connected to client systems 102 via a communications link 105, such as the 
Internet. The server system maintains a database of information 103 containing 
the state of each client system, customer information, and content (e.g., images) 
to be distributed. The server system may provide a packaging component to allow 
images to be packaged for distribution. The packaging component may customize 
the image packages to each client system. The customization may be based on 
the image plan and image update frequency of each client. For example, one 
client system may be subscribed to a modern art image plan to be updated 
monthly, and another client system may be subscribed to an outdoor photography 
image plan to be update weekly. A distribution component of the server system is 
responsible for distributing the image packages to the appropriate client system at 
the designated times. The server system may also provide configuration 
information to each client system to control the display of the images, 
communications with a server system, and so on. The distribution system may 
also provide a content web site 104 for access by customers of the distribution 
system. The content web site may allow a customer to subscribe to various plans, 
to upload images for distribution by the server system to the customer's client 
system, and so on. 

The client systems and server system may include a central processing 
unit, memory, input devices (e.g., keyboard and pointing devices), output devices 
(e.g., display devices), and storage devices (e.g., disk drives). The memory and 
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storage devices are computer-readable media that may contain instructions that 
implement the distribution system. In addition, the data structures and message 
structures may be stored or transmitted via a data transmission medium, such as a 
signal on a communications link. Various communications links may be used, 
such as the Internet, a local area network, a wide area network, or a point-to-point 
dial-up connection. 

Figure 2 is a block diagram illustrating components of the server system in 
one embodiment. The server system 101 includes a communication interface 201 
through which all communications via the communications link 105 is routed. The 
process heartbeat component 202 receives heartbeat communications from the 
client systems and processes the communications as appropriate. The 
communications between the server system and client systems may be use an 
HTTP protocol via insecure port 80 or via secure port 443, or any other port. The 
client systems send heartbeat communications as an HTTP request periodically to 
the server system. The server system provides its instructions to the client 
systems via responses to the HTTP requests. Because the client systems initiate 
each communications, the server system can avoid firewall and other security 
problems that can occur if the server system initiated the communications. The 
server system includes an image packaging component 206, a distribution 
component 207, a logging component 208, and a software packaging component 
209. The server system also includes a database 103 having a client store 203, a 
customer store 204, and an image store 205. The image packaging component is 
responsible for creating the image packages to be distributed to the client system. 
The image packaging component may use preference or subscription information 
stored in the customer store or client store in preparing the image packages using 
the image is contained in the image store. The software packaging component 
controls the packaging of software updates that are to be distributed to the client 
systems. The distribution component is responsible for distributing each image 
package to the appropriate client system at the appropriate time. The distribution 
component is also responsible for distributing software packages for updating the 
software of the client systems. The logging component is responsible for 

[40743-8001 -US0000/SL032720.256] "6- 9/29/03 



coordinating the retrieving of usage data from the client systems. In one 
embodiment, the server system only collects usage information from client 
systems that are connected to the server system via a communications link. 

Figure 3 is a flow diagram of an example heartbeat loop component of a 
client system in one embodiment. The heartbeat loop periodically sends out 
heartbeat communications via an HTTP request to the server system so that the 
server system can send instructions via an HTTP response. In block 301 , the 
component discovers the location of the server system. In decision block 302, if 
the server system was discovered, then the component continues that block 304, 
else the component continues at block 303. In block 303, the component delays 
for a specified time before retrying to discover the server system by looping to 
block 301 . As described above, the client system can optionally be connected to 
the server system via a communications link. In blocks 304-308, the component 
loops sending heartbeat communications and processing the responses. In block 
304, the component prepares a heartbeat communication. The heartbeat 
communication may contain the IP address of the client system, a unique client 
system identification, a programmatic client system identification provided by the 
server system, a current action, an operating status, and a time step. The 
programmatic identification may be a random number provided by the server 
system in the last communication with the client system as to help prevent 
spoofing of a client system. In block 305, the component sends the heartbeat 
communication to the server system. In block 306, the component receives the 
response to the heartbeat communication from the server system. In block 307, 
the component acknowledges receipt of the response by sending an HTTP 
request (i.e., another heartbeat communication) to the server system. The 
acknowledgment may indicate whether the response was correctly received, the 
response should be resent, or the client system is currently busy. In block 308, 
the component processes the response received in block 306. The component 
then loops to block 304 to prepare the next heartbeat communication. 

Figure 4 is a flow diagram illustrating the processing of the discover 
component of a client system in one embodiment. In block 401 , the component 
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tries to connect to the server system using one more primary names (e.g., 
https://server.host1.net) associated with the server system. In decision block 402, 
if the connection is established, then the component returns, else the component 
continues at block 403. In block 403, the component tries to connect to the server 
system using one or more backup names (e.g., http://server.host2.net) associated 
with the server system. In decision block 404, if a connection is established, then 
the component returns, else the component continues at block 405. In block 405, 
the component tries to connect to the server system using one or more primary 
Internet protocol addresses. In decision block 406, if a connection is established, 
then the component returns, else the component continues at block 407. In block 
407, the component tries to connect to the server system using one or more 
backup Internet protocol addresses. In decision block 408, if a connection is 
established, then the component returns an indication that a connection has been 
established, else the component returns an indication that a connection has not 
been established. 

[0019] Figure 5 is a flow diagram illustrating processing by a client system of a 

response in one embodiment. In decision block 501 , if the response indicates that 
no action is to be taken, then the component continues at block 506, else the 
component continues at block 502. In block 506, the component effects the delay 
between heartbeat communications and then returns to send the next heartbeat 
communication. In decision block 502, if the response indicates a designated 
delay amount, then the component continues at block 507, else the component 
continues at block 503. In block 507, the component delays the designated 
amount and then returns. The server system may provide a delay if, for example, 
the server system is will be unavailable for a certain period. In decision block 503, 
if the response indicates to send data, then the component continues at block 508 
to process the send data instruction, else the component continues at block 504. 
The response may indicate to send usage data to the server system or to another 
designated system. In decision block 504, if the response indicates that the client 
system should retrieve data (e.g., an image package), then the component 
continues at block 509 to process the retrieve data instruction, else the component 
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continues at block 505. In decision block 505, if the response indicates to execute 
a command, then the component continues at block 510 to process the execute 
command instruction, else the component continues processing the response as 
appropriate as indicated by the ellipses. 

[0020] Figure 6 is a flow diagram illustrating example processing of a server 

system when it receives a heartbeat communications from a client system. In 
block 601, the component retrieves the client identifier from the heartbeat 
communication. In block 602, the component retrieves a client record from the 
client store and may retrieve a customer record from the customer store. In 
decision block 603, if the state of the client system is consistent with the heartbeat 
communications (e.g., the proper sequence within a session), then the component 
continues at block 604, else the component sends a response in block 606. In 
decision block 604, if the client system is in the process of sending information 
(e.g., usage data) to the server system, then the component continues at block 
607 to process the information, else the component continues at block 605. In 
decision block 605, if the client system is in the process of retrieving information 
from the server system, then the component continues at block 608 to process the 
retrieved information, else the component continues at processing the 
communication as indicated by the ellipsis. 

[0021] One skilled in the art will appreciate that although specific embodiments of 

the distribution system have been described herein for purposes of illustration, 
various modifications may be made without deviating from the spirit and scope of 
the invention. The distribution system may provide a variety of subscription plans, 
display options, and control options for the display of images. The subscription 
plans may allow a customer to subscribe to various channels or galleries (e.g., 
modern art) for each client system. A subscription plan may include a permanent 
set of images that is always included in the display list and a transient set of 
images that may change frequently. In one embodiment, the distribution system 
may allow a customer (e.g., via a web site) to specify that channels to be sent to a 
client system and to specify which images are to be permanently in the display list. 
The distribution system may also allow the user to upload images via the web site 
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that are to then distributed to the designated client systems for display. For 
example, a business may upload pictures of a company picnic so they can be 
displayed. The distribution system may also allow for the displaying of brand 
information (e.g., a company logo) along with the images. The brand information 
may be uploaded via the web site for distribution to the client systems. A 
subscription plan may also allow for the displaying of credits (e.g., artist name) 
along with the images. A client system can display the credit information on a 
separate monitor, superimposed on the images, before and after a display of an 
image, and so on. The distribution system may also allow a customer to, using the 
web site, specify the scheduling for the display of images for a client system. A 
client system may allow the display of images to be interrupted to display 
information, such as a building directory or a news alert that may be identified 
using zip code information. Accordingly, the invention is not limited except by the 
appended claims. 
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